Attorney-General’s Department

Secarity and Critical

Infrastructure Division
subNe: 1112 :
Attormey-General
Development of 8 proposaks for a mandatory data retention scheme
Deadline: Mil

Issue: New and emerging telecommunications technologies have the potential to canse significant
challenges to the investigative abilities of Australian national security and law enforcement
agencies. A potential solution being considered by the Department is the introduction of a
mandatory deta refention regime.
Action required: That vou note the challenges being faced by Australian agencies in relation to the
availability of data and approve the Department’s progression of the proposal.
Recommendation
I recommend that you:

(i) Approve the development by the Department, in consultation with other relevant

Australian Government agencies, of a model ﬁurumw,diimrﬂmﬁmmﬂlm
. pved / Not Approved / Discuss
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Background

1. This submission relates fo telecommunications date: that i, information about the process of
a communicatjon, ns distinct from its confent, This includes information about the identity of the
sending and receiving parties (A and B parfies"), when a communication statted and stopped, and
i tygree o communication (i.e, a phone call, & web-browser session, or a file transfer).

2, Access lo telecommunications data for law enforcement purposes is regulated by fhe
Telecommunications (Titerception and Access) At 1979 (the TIA Act), Chapter 4 of the TIA Act
permits agencies (o suthorise the disolosure of telecommunications data whers it is reasonably
necessary for the enforcement of the eriminal law, 1 law imposing a peconiary penalty, of the
protection of the public tevenue. Chapter 4 contuing separate provisions enabling access for

The importance of telecomtmunications data

4, Telecommunications traffic data and related information is cuerently kept by carriers for
billing and piher business purposes and has proves to be an important tool for law enforcement and
national security agencies, providing both intelligence and evidaince for use when identifying and
proseceting offenders,

5.
=mh¢und'm;mvﬁmmud!ﬁﬂnlﬂmmMn or more people,

prove that two or more people communicaled al a particolar time (such as before the commission of
an alleged offence), or prove thal a person was, or was not, in & pacticular location at a partioular
time.
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RELEASED UNDER THE FOU ACT 1982 BY THE ATTORNEY GENERAL'S DEPARTMENT




27

7. The UK experience has also shown thet the availubility of this information can be of great
benefit in providing exculpatory evidence, allowing police to rule out & persan from an
investigation, and to Coroners in delermining the circumstances Jeading up to death.

Why a mandatory data velention scheine s riecessary

10, With en evolutionary trend in the telecommunications industry fowirds Intermet Protocol (1F)
based services and volume based charging models, there is the likelihood fhal the traditional '
husiness reasons for creating or refaining ihis information may cease. This concem is not isolated
to Australin; data retention is a significant topic intemationally,

11,  Inresponse, agencies have proposed thot new requirements be iniroduced 10 ensure that the
telecommunications date currently retnined continues to be aveilsble for law enforcement and
national ecurity purpises.

I-l "The Rurapean Union is currently implementing its data reteation regulation directive, in
vesponse to the repid adoplion of new technologies. 1t is timely for Australin to also consider how
the needs of apencies can be met without unduly impacting on the telecommunications industry.

lssnes |

What Kinstype af dite would need to be retined?

13, Tnfrrmation would fall into two general categories: subscriber information and traffic data,
wummmm
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14, Agencies would require cartiers to mhwﬁﬁuﬂmmﬁmﬁuhm they could:
o identify the subseriber (o a telecommunications servios, and associated subscriber detail
information, based on the servios identifier, and
o identify all services and equipment identifiers associated with p subscriber, based on o
subscriber name and/or other subsoriber detail information.

15, Agencics would require carriers to vetain sufficient fraffic information so they could:
¢ truce a communioation SRS e
Bt e R

» asceriain the details of the communication, including:
o the type of service used to communicale
o the time, date and dwiation of e communication
o
o G R e R I
o the commynications device(s) used, and
o the location of the communicstion device(s) (whether fixed, nomadic or mobile).

How lorg would the data need to be retained?

17. Thereis no consistent international epprosth for duta retention for law enforcement puposes,
Somme eountries have explicil requireinents, while othees do not. The most consistent approach is
prﬁﬂﬂﬂdhyﬂmﬂnmpﬂnLhkm{EU}. The EL directive requires member atates to intfoduce
lepislation to require spocific data to b rotained for law cnforcment purposes for a period of at
Jeast six months bul ng mose than two years, After this period, the data is required to be destroyed,
if the carrier has no further business case requiring its retention.

What are the likely costs?
18, Generally, the types of costs ussociated with the proposal can be summarised & follows:

Collection

deﬂmrﬂmdhw
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20. ‘This i not assested to be a large issué in relation to fixed and mobile telephiony, since
industey seem to alrendy collect most of the velovant data sets for billing purposes or could do so
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Who would pay?

25.  Under current rules, carriots aro reimbursed by agencics for providing assistance on d *no-

What are the likely lbipacts?
27, Inconsidering this proposal, several possible impacts must be considered.

28, As described shove, relinhle seoess to telecotnmunications dota is essential to effective
Investigations. Dhue lo changing technology, » failure to provide some Tegislative requirement to
collect and store this data is likely 1o see the steady erogion of investigative capabilities which may
have serons implications for the capeity of both law enforcement and national sscavity ngencies to
perfarm their tugks. : '

FPrivaoy

29, “The systematic collection of telecommunications data has privacy implications, although
perhaps not as significant es may first appear, slricé much of the information s already collected
misoedbyomien, SRS
Pty 5 1 TR R LB SRR P e R Ay
mandatory date retention scheme risks being seen as increasing the threal lo privacy.

30, Teehould be stressed that the proposal dobs not invalve kesping recards of the cntent of
mmhﬂmhm«-mvﬁuﬁdﬂﬂmmw

31, ‘The ceniral concem ufﬂwlﬂlmnquimEnnl;inﬂmyiaﬁntﬂHimﬁpﬂﬂl‘ﬁﬂm nq'qlirt
fhem 1o collect and, depending on the model adopted, either store or transmit large quantities of data
for which there is no business use, all of which incurs costs. To the extent that these cdsts are

mmmﬂmmmmmmw
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imposed oz industry, it would raise busines costs for compénies operating in Australia, reducing
profitability andior raising the prices of iclecommunications services on consumers.

Comment

Consuliation—internal

34, First Assistant Secretary, Security and Critical Infrastructre Division; Deputy Secretary,
National Security and Criminal Justica Group,

Consultation—exlernnl
35. Mong on this submission. However, as noted above, the requirement for data rétention has
been discussod in detnil at officer level with Australian law enforcement agencies. These

discussions have indicated strong agency support for e Department taking the lead in developing a
mandatory dirt releniion scheme.

Media Implications

36. MNone of this stage. However, should fhe data retenfion propoisl proceed to public discussion,
it is likely to ativact considemble interest from the media and from privacy advocates.
The Department will ensure that these lssoes are addressed in more delail at the relevant time,

Resource Implications

37. Mone ot this stage.
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